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Rules To Live & Post By: 
Your Reputation, Career, and Safety Depend On Them 

 
“Before posting anything online, abide by certain rules,” says Tyler Cohen Wood, who works as a cyber 

branch chief for an intelligence agency under the Department of Defense. She is the author of a new book, 

Catching The Catfishers, and warns us of the following: 
 

1. You are not protected by privacy settings.  Assume that everything that you post is viewable by 

everyone and anyone. 

2. Anything that you post is posted forever and cannot be removed from the Internet.  Even if you 

remove something, it is still “out there” somewhere. 

3. If you wouldn’t show it to everyone at a party, don’t post it. 

4. If you wouldn’t walk up to your boss and say it or show it to her, don’t post it. 

5. If you’re posting something that will hurt someone or if it is something that you wouldn’t say to a 

person’s face, don’t post it. 

6. If it is something that will someday haunt, embarrass, or hurt your children, don’t post it. 

7. If you are very angry, wait a day before posting.  Posting something in this state almost always 

ends up in regret by the poster. 

8. Like “drunk dialing,” never post while intoxicated. 
 

She encourages users to read and understand the terms of service (TOS) of all Websites. Wood also says 

you should set your devices to the “private browser” or “incognito” function, which will not save regular 

cookies to your device.  Each time you navigate to a favorite site using this feature, it is like starting a 

brand new session, as if you had never been to that site before. She says that private browsing will not 

save the following: 
 

 Visited pages: No pages will be added to the list of sites in the History menu, the Library 

window’s history list, or the Awesome Bar address list. 

 Form and Search Bar entries: Nothing you enter into text boxes on web pages or the Search bar 

will be saved for Form autocomplete. 

 Passwords: No new passwords will be saved. 

 Download List entries: No files you download will be listed in the Downloads window after you 

turn off Private Browsing. 

 Cookies: Cookies store information about websites you visit such as site preferences, login status, 

and data used by plug-ins like Adobe Flash.  Cookies can also be used by third parties to track 

you across websites. 

 Cached Web Content and Offline Web Content and User Data: No temporary Internet files 

(cached files) or files that Websites save for offline use will be saved. 
 

“If you do not want to use private browsing but still do not want remnants of your activities on your 

computer, make sure that you regularly clear your browsing history and cache and delete your cookies,” 

says Wood.  
 

Most importantly, she implores users to turn off EXIF data and choose location services.  “Without EXIF 

data in photographs, social media sites and applications cannot pull your location data out of your 

photographs, she notes. 
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How Parents Can Keep Their Children Safe From   

      Online Predators, Pretenders & Cyberbullies 
 

In Catching The Catfishers, author Tyler Cohen Wood offers this checklist to keep your kids safe online: 

 

 Do not discuss their patterns of life. 

 Remove EXIF and other location data when posting photos. 

 Be careful when posting details about your children. 

 Never post a naked photograph of your child to open Websites, such as dating sites or Twitter, 

and take care when posting unclothed or partially clothed photos to social media. 

 Do not air your children’s dirty laundry or post content that could affect their future employment. 

 Do not post photos that could make your children targets for bullying. 

 Use protection privacy settings on all accounts. 

 Have your children’s passwords to all accounts. 

 Friend them on all their accounts. 

 Educate yourself on what programs they are using. 

 Place tracking software on young children’s devices. 

 Educate your children about digital safety. 

 

Parents also need to monitor for signs of cyberbullying. A bully could be doing any of the following: 
 

 Sending the victim messages that are harassing, filthy, or threatening. 

 Posting a person’s private information online, such as a home address, without his or her consent. 

 Posing as the victim in order to humiliate him or her. 

 Posting degrading or humiliating photos or other content. 

 Sending mass e-mails or text messages to a victim. 

 Hacking a victim’s account. 
 

“So what can you do if you or your child or someone you know has been or is a victim of cyberbullying?” 

asks Wood. “You can inform the school, but the school may not be able or willing to offer much help.”  

But this doesn’t mean you sit by and do nothing. 
 

“If you or your child is a victim of cyberbullying there are a few things you can do,” asserts Wood. “The 

first is to file criminal charges if the bullying is breaking a law, such as threatening your child with 

specific intent to harm, or if the bully has broken into your child’s account and posted cruel or hurtful 

content.  There are other cases in which you can file civil charges if the bullying does not meet criminal 

statutes.  Different states have different laws.  The third option is to notify the service provider hosting the 

content to get the content or account removed with no intent to file legal charges.  The fourth option is to 

block the bully and get help from organizations such as Bullying.org.  The fifth option is, of course, to tell 

your child to ignore it.  Only you and your child can determine whether you want to attempt to file civil or 

criminal charges.  Think through the pros and cons, and work together to come to a decision.  Also, talk 

with other parents who have experience with bullying, with online groups, with an attorney, and/or with 

your school’s guidance counselor or support system.  Contact educational organizations such as 

www.stopcyberbullying.org to help you think through your options of what might be best for you and 

your child.” 

http://www.stopcyberbullying.org/
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Catching The Catfisher Checklist 

 

When looking to vet a real person, ask yourself these 18 questions that were identified as a catch-the-

catfisher checklist in a new book, Catching The Catfishers, by Tyler Cohen Wood of The Department of 

Defense’s Defense Intelligence Agency: 
 

 Do they refuse to have telephonic or Skype conversations? 

 Do they have an appropriate and normal amount of online digital activity for their generation? 

 If they are Gen Y’ers or Gen Z’ers, are they friends with their parents on social media? 

 If they are Gen Z’ers, do their parents have a timeline of their child on their social media? 

 Do they have many friends commenting and carrying on conversations? 

 Do they have more than one social media outlet that they use at least a few times a day? 

 Look at the fine details of their conversations.  Are they knowledgeable, and do they give 

specifics about normal activities such as school or work? 

 Do they follow any blogs and post to them? 

 Do they post regular, new photos of themselves, or are they willing to send a real-time “just took 

this photo” to you? 

 If a Gen Y’er or Gen Z’er, do they have a school association? 

 If they are a professional, do they have a professional social media site listing achievements and 

have realistic endorsements from others? 

 Do they make the correct geographical references and present facts correctly? 

 Do they show up in public searches? 

 Do their facts seem consistent? 

 Is there another profile that is different in the same person’s name? 

 Do they come up with a different profile when you do a photo search? 

 If you have reached out to their friends, do they seem real and like they know the person? 

 Does something that just seem off? 
 

“If you cannot appropriately answer these questions to your satisfaction, you are likely dealing with 

someone who is not who he claims to be,” says Wood. “Perhaps you’ve caught a catfisher.” 
 

Wood also includes a valuable chapter about how to read deception in emails, on Web sites, and in 

social media exchanges. She offers the following tips: 
 

Distancing Techniques or Noncommittal Words: Distancing self from story by not putting himself in 

story; using inconclusive words. 

Depersonalizing Technique: Not using subject’s name or referring to him/her using very general words. 

Never Answer the Question or Distraction Technique:  Talking around the issue by never really 

answering the question. 

Too Much or Not Enough Detail Technique:  Using far too many words (could be to bide time to think 

up answer); Very vague, using as few words as possible. 

Answering a Question with a Question Technique: Biding for time by answering with a questions. 

Tense-Hopping Technique:  Changing verb tenses inappropriately for the context. 

Word Swapping Technique:  Using words that are out of character. 

Qualifier Technique:  Using statements such as “to be honest.” 

Too General Technique:  Not giving specific details.”   
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 How To Avoid Dating Crazies, Con Artists,  

                            Creeps & Cheaters 
 

 

Online dating holds promise and pitfalls when it comes to finding the person you want to date. Sometimes 

you may be luring more than a good date prospect. You may be exposing yourself to danger. However, a 

new book, Catching the Catfishers, by a cyber expert working for the Defense Intelligence Agency, 

Tyler Cohen Wood, reveals how to find love -- and not loonies. 

 

She advises there are seven things you should not do when it comes to online dating: 

 

1. Never use photos on your dating profile that you have used anywhere else. Someone can track 

you down if they find where else the photos have circulated. 

 

2. Skype or conduct phone calls before meeting someone in person. If they show reluctance to 

communicate these ways, run the other way. 

 

3. When you meet someone you met online, always meet in a public place and never go to a private 

location on the first few dates.  

 

4. Do not put any personal identifying information on a dating site. This includes phone numbers, 

place of business, addresses, your real name, or the names of your children or pets. 

 

5. Do not pick a username that gives the wrong impression, like hotsexykitten69. Don’t use a 

username that you have on other social media sites or anywhere else on the Internet. You don’t 

want someone with bad intentions to be able to plug in your username and find your social media 

page that displays personal information or any variation of it.  

 

6. Make sure that any photo you post on a dating site does not have the identifying information -- 

the EXIF data -- that contains geocoordinates and other identifying information about the camera 

that took the photo. Do not use photographs of your children.  

 

7. Always beware of online profiles where you cannot see the person’s full face or eyes in a photo. 

Maybe they are wearing a hat in every photo that covers part of their face. Maybe all their photos 

are in profile. Maybe they are all slightly blurry. They may be hiding something that wouldn’t be 

a big deal to you (such as thinning hair), but it might also be something much more significant.  

 

“The Internet and social media connect us and give us instant access to information about people in ways 

we never could have imagined before, and there’s no going back,” concludes Wood. “Many of us 

converse with and follow people on social media whom we have never met in person. It is crucial to 

protect yourself by vetting the people you interact with online, and to determine if you are being conned 

or the victim of a hoax.” 
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 Managing Your Image Online –  

                  So Others Don’t Do It For You 
 

Are you managing your online reputation? If you’re not, look out! 

 

“Each time you post something to a blog or social media site, you are posting a digital puzzle piece,” 

notes Tyler Cohen Wood in her new book, Catching The Catfishers. “Each post by itself may seem 

innocuous, but when all the digital puzzle pieces are put together, the result paints a picture of who you 

are to advertisers, potential employers, other professionals, and even potential dates. Each piece by itself 

might not say much about you – whether it is location data, a posting to a friend, a “like” for a friend’s 

posting about his or her political views, or a picture of something important to you – but when the pieces 

are put together, a spookily accurate portrayal can emerge of who you are as a person.  It is important to 

control these digital puzzle pieces so that when put together, they align with person you present to the 

world.  Whether they are using software or manually putting together all the disparate pieces, it is all too 

easy for anyone to find out who you really are.” 

 

Wood, who heads up a cyber security branch for the Defense Intelligence Agency, says: “The first step in 

controlling your social media persona is to determine what you want your brand to be. Determine how 

you want to be perceived as the total package. You do not want to leave a digital trail of being the party-

time player, the sexy-picture girl, the complainer, the over-sharer, the boundary-crosser, the arguer, or 

anything negative. What seems like harmless individual acts can be viewed cumulatively as someone out 

of control.” 

 

She warns that “people will judge you based on all of your content and not just individual posts, and that 

certain posting styles can lead to negative perceptions.”  Wood says the first step to creating and 

protecting your online image – especially for a potential and current employer – is to become aware of 

your posting style and content. The next thing you have to do is look through all of your content as 

though it were created by someone else.  “You need to look with an unbiased eye and pretend as if you 

were reading someone else’s content, making an impression of who this person is, and figuring out what 

makes him or her tick,” says Wood. “There is always a disconnect in how we are actually perceived vs. 

how we perceive ourselves. Because that is what other people are doing right now.” 

 

She encourages you to answer the following questions about your content, as if you were an HR 

professional: 

 

 What impression do you have of this person? 

 Does this person’s style fit into one of the previous categories? 

 If so, which one?  How often? 

 Would people want to be friends or work with this person? 

 How could this person change the way he or she posts to improve his or her image? 

 What makes this person unique and special, and what do you like the most about him or her?” 

 

“Anyone can put together a profile of you by putting together all of the digital puzzle pieces floating out 

there,” warns Wood. “The good news is that you have control over what you post and share.” 
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She also says you should avoid friending or linking with people who may not have the best reputations. 

Some will view you as guilty by association. Credit scores can even be affected by this, claims Wood. 

Her book notes that you have to act, with every post, as if your employer or a future employer is reading 

it and judging you for it. 

 

“Take the time to really think about how each post will be perceived as part of the whole,” says Wood. 

“Not only does it look bad to your employer if you are posting offensive or inappropriate content, but it 

also looks bad to other professionals in your industry, which in turn affects your future career prospects. 

If your professional community has a negative perception of you, you will not be respected or taken 

seriously. Remember, you want to project an image of yourself as someone who is confident, 

professional, and above all, age appropriate”  

 

Wood reminds us to “behave online as you do in the physical world.” 

 

The other issue with image management is that people may hijack your identity and use it in a way that 

damages your reputation. Further, some people may post angry or embarrassing things about you on their 

social media. There could be negative reviews, blog posts or media stories about you. Or maybe you wish 

you could scrub clean some of your own postings. Can you reclaim your reputation and take it out of 

jeopardy? 

 

Wood recommends the use of reputation cleaners – companies that help identify negative information and 

then push it further down the search engine search results. But, she concludes: “It is always better to 

prevent a problem from happening in the first place than it is to try and fix one that already exists.”  

 


